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Subject: Design and Implementation of Internet Gateway Open Source System for
University.
Author: Prayoon Chaibuth.
Program: Computer science.
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Year : 2553.
Abstract.

This research work aims is to create a system to collect information used in
Internet in accordance with the Act and the Computer Crime Act B.E 2550 in the Internet
service provider in the research, this questionnaire is to store traffic data. Accordance
with the Computer Crime Act B.E 2550 with the Internet service provider. To design
systems that support the Act as much as possible. The results of the survey
questionnaire Internet service providers, most have not been prepared to support any
Act of the Computer Crime Act 2550, the researcher has analyzed the system in order to
accommodate the requirements of this Act. Working with the following.

The identity of the user. The system for authentication of users using the system for
member to member using the Internet.

Time management system as standard and can be trusted based on the scene with an error
less than 10 milliseconds.

A data storage system complete and reliable. (Encrypted log file) and need to back up
traffic (Data log files) that occur with

Management system for retrieving data traffic back to searching for information will be
reported by the authorities to identify offenders who are released by the reports as evidence of the
law.

Have a system that supports the wireless network by setting the system to the total

development capacity wireless network by analyzing the entire system can be designed as two



sub-systems to support the network wired and wireless, including the database for data storage.
Internet users (Member System for Internet) and retrieval and provide users on the Internet
(Retrieval System) consists of work or the various Into subsections to make it easier to manage.

Development of such a system were used by the FreeBSD operating system, database
system for storing information using the Internet. Researchers have developed by using PHP, the
program FreeRadius and Chillispot used for authentication to access the Internet by adopting a
user with a number of identification and for the wireless network has been down. For registration
number MAC Address to the Internet. And retrieval and provide users of the Internet.

Researchers have developed using PHP and a database with the database for storing
information using the Internet than develop the system in two parts that have mentioned the
existence of the system settings were compared in-between Computer and programming Shell
Script to collect the data log files through data collection activities with respect to and recorded
on the day after the test data collection system authentication to retrieve and identify the user
Internet.

The results showed that the system authentication information retrieval and provide users
access internet. Work support. Act Computer Related Crime Act 2550 without adversely affecting
the Internet and to retrieve and identify the user. Internet access in the network or failure may be

wrong by definition. Computer Related Crime Act B.E 2550 correctly.
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“ THIS SOFTWARE IS PROVIDED BY THE FREEBSD PROJECT “AS IS"™™"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE FREEBSD
PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
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# nano /etc/ntp.conf
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server clock.nectec.or.th prefer
server clock2.nectec.or.th
server clock.thaicert.nectec.or.th
server time2.nimt.or.th

server time3.nimt.or.th

# nano /etc/rc.conf
(W)
ntpdate _enable="YES"
4 '
11T 1H reboot Aefd
# reboot
#nano /etc/crontab IMNAIFIAIUAGA  §91d update NN 6 W,
0 */6 * * * Jusr/sbin/ntpdate -u clock.nectec.or.th > /dev/null
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Current time zone: SE Asia Standard Time

[ Ok J I Cancel

51N 2.5 uaaans 15513 Time zone TuszuDURTANMST Windows

1890 Internet Time Tab L1aZta0n check box “Automatically synchronize with an

A 1 < 1
Internet time server” LAZINUAT Server 1)U clock.thaicert.org uazﬂmju Update Now a2ldna

| Date and Time Properties

i-Date & Tima _*--Tlme Zone | Internet Time

Automatically synchronize with an Internet time server
Server: | time.windows.com :'v Update Maw

The time has been successfully synchronized with time. windows. com on
14122553 at 6:33.

Mext synchronization: 21/12/2553 at 6:33

Synchronization can occur only when your computer is connected to the
Internet. Learn more about fime synchronization in Help and Support
Center,

[ Ok, ]| Cancel I

sUN 2.6 uaaamslgusng Time Server Tuszuliianis Windows
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Note :: Synchronize with time server of National Institute of Metrology (THAILAND)
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create_dirs(yes) dir_perm(0775));
15
#destinationﬁ1ﬂ§/ﬂﬁ‘fﬂ‘v\|éllﬂETQ logserver

destination loghost { tep("xxx.xxx.xxx.xxx" port(514)); };
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filter £ chilli { program("freeradius") and facility(local3); };
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file("/var/log/$SHOST/$YEAR/$SMONTH/chilli. 5 YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));
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log { source(s_client); filter(f_chilli); destination(d_chilli); };
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,_Em"ﬂ__, [ firstname  varchar(200) uff8_general_ci i VB m ]
tedits ) - [ lastname  varchar200) ut_general_di i 2% i)
[ mailaddr  varchar(200) ui8_general_ci i S X i} i}
radius (15 .
{3 [~ dateregis  datetime kb 0000-00-00 00:00:00 &S X i) il
B account [ encryption varchar(50)  uti_general_ci u 2 X ] il
B administiator i
status int(11 i 0 T
B configuration r 133) 2 X B E B F
e T T -
B genuser T danviewua /lidonian widuiifon B S X EE
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B radpostauth il 1024 lud msGoeddu utfs_general_ci
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B Sunsiontsia adedin 04aA 20101
Wnlgeetogeitafia 09 aa 20101
= = Open new phpllyAdmin window x|

5 [T [ [Etecdntranet
Lrstart| By 2 @lnteretBoloreke  localhose /. ] accountli] - Mirosoft .. e

517 3.4 11EFAN1519 Account

Y



Database : Radius

Table administrator
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s » E @119 administrator
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B groups e Uowm Ao i
B interface daya 95 lui slww Linodt
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mee wwmilemai[l | afa| sw 1120 Wi um 1
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Database : Radius

Table configuration
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1 danvewsa / Lidanian sidisfidon B4 X @D

uamRid ol (nuil) g Wiy nssihnTs
i B2 X @ @
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Database : Radius

Table : genuser

B localhost / localhost / radius [ genuser | phpMyAdmiin 2.10.3 - Microsoft Internet Explorer —18lx
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Database : Radius

Table : group
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Table
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Fle Edt View Favorites
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Database

Table

: Radius

: radacct

localhost | localhost | radius [ radacct | phpMyAdmin 2.10. rosoft Internet Explorer T
R SN G el ok s ‘
Q-6 - x [2 &‘psaard\ D Frones @ ‘ -moE - E
Address [2] http: locabhost/phpyadmin/ +[ 350
8- B = | & | commRes |68 @8 |5 O Huwr B - "
@ visvinas localhost b @ siusiaya: radius b B @151 : radacet =
_[Edee EHiesaie 7 soL Fiuwsn  [Eidoaan fSimport nsanums  ffevdaya B 1ufle
Tlag %R meGuadidy  uaevEing  Jealal (null) AnfEens Ay
[ RadAcctid bigini(z1) i auto_increment s X e i
r i varchar(32}  utf_general_gi i 7 B o]
,_E\Lﬁﬂ"ﬁ__[ - AcctUniqueld varchar(32) ulfd_general_ci B X el
Blisi) - Usertiame varchar(84; ufs_general_ci ] 7% o &
[ Ream varchar(54} utfS_general_ci 1 7 e o
i I NASIPAddress varchar(15)  utfs_general ci N P X m
B account [ NASPortid varchar(15) utf8_general_ci it NULL e m
E:s;”ﬂ‘g"u‘f‘a"?:"’ I NASPoriType varchar(32§  uffé_general_ci u NULL Vb o
B genuser [ AcctstartTime datetime i 0000-00-00 00:00:00 ab o] i
B groups [ AcctstopTime datetime i 0000-00-00 00:00:00 7 e B = pul
E‘:ﬂ'zme [ AcctsessionTime int(12) u NULL X o] i
B radacct [ AcctAuthentic varchar(32}  utf_general_gi 1 NULL 7 B o]
E:g;ﬁ:ﬁ:meck I Connectinfo_start varchar(0} ufS_general_ci 15 NULL 2 X ol
B radaroupreply [~ Connectinfo_stop varchar(50) utf_general_ci T NULL S x o il
B radippool [ Acctinputoctets bigint[20) 1 NULL 7 e o =
B radpostautn .
B radreply [ AcctoutputOctets bigintr20) i NULL #+ X o] i
& useraroup [~ CalledStationid varchar(s0}  uif8_general_ci i 7 m il
I CallingStationid varchar(s0}  ufe_general_ci i Falae f
[~ AcciTerminateCause  varchar(32) utf8_gensral_ci i il o =
[ ServiceType varchar(32}  utf_general_ci 1 NULL 7 B o
- FramedProtocol varchar(32} ulfe_general_ci i NULL 7 B m
1] S pe o S — |
Ll e
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Database : Radius

Table : radcheck

. e
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=18]x]
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= =
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Address [2] http: locabhost/phpyadmin/ +[ 350
G- =Rk - o CEEEET o | - B S | ¢ - @ Elee @i - »| =
& visvinad localhost b & guaya: radius b E ans1e: radcheck
_[Edea Eienahe Bsa Sdwn Fuwsn [Edosan [Himport $Ensanums [favieya [ isufie
Flad «lia meusiiy  uaading houldr () @nBea  wimey fAsshms
i int11) UNSIGNED  'hi auto_increment 7z X e il
[ Userllame varchar(4)  uffg_general_ci i 7x i)
[ Attribute  varchar(32)  uif8_gsneral_ci i # X ]
- o char(2) utfg_general_ci i = 2 X oz} i
- Value varchar(253) utfg_general_ci i 7 X 7]
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B genuser
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Database : Radius

Table : radgroupcheck

localhost | localhost / radius / radgroupcheck | phpMyAdmin 2.10.3 - Microsoft Internet Explorer ETES|
R SN G el ok s ‘

O -0 X 2 | Dot reom €[00 & - L E

Address [2] http: locabhost/phpyadmin/ +[ 350
3-9 - =2 | @ | QCOEERETe | o8- @8 | 98- © | Fwee @R - LANE
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_[Edea Efiewaie R sal

Wlas gy MsEoadEy  uaewEing  hewla (nul)  Ankena Ay AszvAs

il in(11) UNSIGNED i auto_increment X &
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b ) - o char(2) utfs_general_ci i = 7 X -

- Value varchar(253) utfs_general_ci i 7 X
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B account = 3
B administrator S udey 68 l@ualassaineenss
& configuration 3£ Add |1 field(s) & fiandarirazasersy © Naaduduzasase © wde |id 7| asfia
B genuser
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B intertace fadd e Cardinality Asshms Flae wim tdew dda i
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= Open new phpllyAdmin window

@l ElEEEl e

Lestan] % 22 & * 2] tocalmost TocaThost /. (& oetabese - Misosot ord gaeeesiva 2
319 3.13 udAIN514 radgroupcheck

Database : Radius

Table : radg
Ad: _‘Iﬂlll
OO ¥ 2 o] Dt i €|

Address [2] http: locabhost/phpyadmin/ +[ 350

ER X ~lREm -l | CEEEET S | - 2 | # 5 @ Hun Eis - G
8 visvinas localhost b & shutiasa: radius b B @519 radgroupreply

fun Fcuvsn [Edoaan  [Eimport nswums [ffeudaye B8 teufio

Sea B iesatn g saL

lac 2la Moy uaevRing honla (i) @nBea  oimey fAssvhims

il int(11) UNSIGNED auto_increment X ] &
r varchar(84)  utfg_general_ci i 7 )
[ Atirbute  varchar(32)  ulf§_general_ci i # X 5]
r o char(2) uife_general_ci i = I B M 7
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radius (15} Y e e
1 Gonviwan S lidanian sirdiiidan

B account = 3
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B groups il iafifitd afduasun
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Database : Radius

Table : radippool

localhost / localhost | ras [ radippool | phpMyAdmin 2.10. rosoft Internet Explorer 18] x|
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il fid int(11) UNSGNED i auto_increment o 5 @ =
i [ pool_name varchar(30) utf8_general_ci B 7% (o]
,_E\Ma__[ [ FramediPAddress varchar(15) utfs_general_ci i 7 [z o]
Blisi) [ NASIPAddress  varchar(1) ufS_general_ci ] W e o &
[ CalledStationld  varchar(30) utf3_general_ci B X B
i [ CallingStationld  varehar(30} ufe_oeneral_ci N 7 X )
B account - expiy_time datetime i 0000-00-00 00:00:00 2 X ©= =
B administrator N "
usemname varchar(4) ulfB_general_ci i
&1 configuration L] S i el PoAl [ o
B genuser - pool_key varehar(30) ufs_general_ci i s e @ il
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B radacct =0 5 = & B i
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B radpostauth PRIMARY PRIMARY 0 P2 X d Haya 0 lud Uy “hiasdt
B radreply — i Gull 1024 lud msaedhdy utfe_general_ci
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Database : Radius

Table : radpostauth
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[ reply varcha(32) uffg_general_ci i 52 i il
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E ;‘:;sm PRIMARY PRIMARY ol gl il doua 0w s insii
P - duil 1024 lud msBaoddy utfe_general_ci
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Database : Radius

Table : radreply

localhost | localhost | radius  radreply | phpMyAdmin 2103 - Microsoft Internet Explo —18lx
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Address [2] http: locabhost/phpyadmin/ +[ 350
29 ==l | 6 [QCEEEETeo |G- f R | 5 -(©|H e @R - 2l
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PM3AAAI NTP d1H3UMeUNaImunasgIvaIna

Network Time Protocol

# cd /usr/ports/net/ntp

make install

# ee /etc/ntp.conf

server clock.nectec.or.th prefer
server clock2.nectec.or.th

server clock.thaicert.nectec.or.th
# ee /etc/rc.conf
(L‘ﬁllﬁ1§iﬁ'€)hlﬂﬁy)

ntpdate _enable="YES"
#1131 crontab

ee /etc/crontab

0o *6 * * * /usr/sbin/ntpdate -u clock.nectec.or.th

# OWANNN 6 B

Compile Kernel

cd /usr/src/sys/i386/conf
cp GENERIC PCRU
ee PCRU
#iident GENERIC ud luiilu
ident PCRU
#!,‘ﬁll options G]'N“]
options IPFIREWALL
options IPFIREWALL FORWARD
options IPFIREWALL DEFAULT TO ACCEPT
options IPFIREWALL VERBOSE
#options IPFIREWALL VERBOSE LIMIT=5000

options  IPFIREWALL VERBOSE LIMIT=0



options DUMMYNET
#options HZ=1000

options IPDIVERT

options QUOTA
options DEVICE POLLING
options ALTQ

options ALTQ CBQ
options ALTQ RED
options ALTQ RIO
options ALTQ HFSC
options ALTQ PRIQ
options ALTQ NOPCC
device pf

device pflog

device pfsync

# N@A save

config PCRU

cd ../compile/PCRU/

make depend;make;make install
#agadr 19 Nat 1182 Firewall
ee /etc/re.conf
gl

firewall _enable="YES"
firewall type="OPEN"
firewall quite="YES"
natd_enable="YES"

#sis0 Aomialuuen
natd_interface="sis0"

natd flags="-s -u -m"

< )
maTaud11911n13 reboot



N15ANAI FAMP64 11azad apache2211159350 php5+ssl

# FAMP62

cp /home/admin/FAMP62.tar.gz /ust/ports/distfiles/

cd /usr/ports/distfiles/

tar xvfz /home/admin/FAMP62. tar.gz

# 23 apache22

cd /usr/ports/www/apache22

make all;make install

#lideudeneyls

ee /etc/rc.conf

ity

apache22 enable="YES"

apache22 flags="-DSSL"

#uA v 1150950 php 11a ssl

ee /ust/local/etc/apache22/httpd.conf

#RIN directoryindex

# !,‘ﬁll index.php

# AUrIAIN AddType application/x-compress .Z

# finaeig

AddDefaultCharset tis-620

AddType application/x-httpd-php .php

AddType application/x-httpd-php-source .phps
AddType application/x-httpd-php .html

NIA1N

# Secure (SSL/TLS) connections

Include etc/apache22/extra/httpd-ssl.conf << 191 # 80N
#cd /usr/local/etc/apache2?2

# /usr/bin/openssl genrsa -out /usr/local/etc/apache22/server.key 1024
# /usr/bin/openssl req -new -days 365 -key /ust/local/etc/apache22/server.key -out

/ust/local/etc/apache22/server.csr



#

# /usr/bin/openssl x509 -in /usr/local/etc/apache22/server.csr -out
/ust/local/etc/apache22/server.crt -req -signkey /ust/local/etc/apache22/server.key -days 365
# chmod 400 server.*

ee /etc/re.conf

apache22 flags="-DSSL"

# start apache22

/ust/local/etc/rc.d/apache2?2 restart

Install php5

cd /usr/ports/lang/php5
make install
# 10N APACHE
ok
cd /usr/ports/lang/php5-extensions/
make install
#1090
[X] CALENDAR
[X] FTP
[X] GD
[X] GETTEXT
[X] MBSTRING
[X] MYSQL
[X] OPENSSL
[X] SOCKETS
[X] ZLIB
ok
cp /ust/local/etc/php.ini-dist /usr/local/etc/php.ini

ee /ust/local/etc/php.ini



# AUMIAIN register_globals = Off

wasuan off1u on

# AN default charset

101 : 99N UAMFUUIN iso-8859-1 11 tis-620

AU

;mssql.charset = "is0-8859-1"

mssql.charset = "tis-620"

max_execution_time = 100 ; Maximum execution time of each script, in seconds
max_input_time = 100 ; Maximum amount of time each script may spend parsing request data
memory_limit=100M ; Maximum amount of memory a script may consume (16MB)

# save

Install pear-DB
#pearZ DB
cd /usr/ports/databases/pear-DB

make install

Install ZendOptimizer

#ZendOptimizer

cd /usr/ports/

cd /usr/ports/devel/ZendOptimizer/

make install clean

ee /ust/local/etc/php.ini

[Zend]

zend_optimizer.optimization level=15
zend_extension_manager.optimizer="/usr/local/lib/php/20060613/Optimizer"
zend_extension _manager.optimizer ts="/usr/local/lib/php/20060613/Optimizer TS"
zend_extension="/usr/local/lib/php/20060613/ZendExtensionManager.so"
zend_extension_ts="/usr/local/lib/php/20060613/ZendExtensionManager TS.so"
mysql -u user_name -p password -h host name or_address data_base name <

/complete _path and name file



if you transfer the file to the server

mysql -u user_name -p password data_base name < /complete path and name file

Install Mysql

cd /usr/ports/databases/mysql50-server/

make deinstall clean

cd /usr/ports/databases/mysql50-client/

make deinstall clean

cd /usr/ports/databases/mysql50-scripts/

make deinstall clean

rehash

cd /usr/ports/databases/mysql50-server/

make WITH_CHARSET=tis620 WITH_XCHARSET=all WITH_COLLATION=tis620 thai ci
WITH_OPENSSL=yes BUILD OPTIMIZED=yes WITH ARCHIVE=yes
WITH_FEDERATED=yes WITH NDB=yes install clean
lvsessunmlne

cp /ust/local/share/mysql/my-large.cnf /etc/my.cnf

chown root:sys /etc/my.cnf

chmod 644 /etc/my.cnf

rehash

ee /etc/my.cnf

WY Limg"lﬂuﬁ’"lm"lv\lﬁ/etc/my.cnfTﬂmﬁml{wﬂudm@ha A &afi dethe
[client]

default-character-set=tis620

[mysqld]

default-character-set = tis620

character-set-server = tis620

collation-server = tis620 thai ci



init_connect = 'set collation_connection = tis620 thai_ci'
init_connect = 'set names tis620'

ee /etc/re.conf

#ld

mysql_enable="YES"

#reboot

#3714 user Leﬁﬁgmﬁ’faga

mysqladmin -u root password 123456

mysqladmin -u root password admin#$mysql

mysql -u root -p123456

mysql -u root -p123456 radius < /home/admin/radius-all.sql

Tus2 U FreeBSD §11403au03 MySql 920g# /var/db/mysql

Install Freeradius

cd /usr/ports/net/freeradius/
make install

#1800 [X] MYSQL

Install Chillispot

cd /usr/ports/net-mgmt/chillispot/

make install

#on [X] MATURE [X] FREE

mysql -u root -p

Enter password:

#1193 admin123456

create database radius;

grant all on radius.* to admin@localhost identified by 'adminmysql';

quit;



mysql -u root -p radius </ustr/local/share/doc/freeradius/examples/mysql.sql
Enter password:
cd /ust/local/etc/raddb/
cp acct_users.sample acct_users
cp clients.conf.sample clients.conf
cp dictionary.sample dictionary
cp eap.conf.sample eap.conf
cp hints.sample hints
cp huntgroups.sample huntgroups
Cp preproxy_users.sample preproxy_users
cp proxy.conf.sample proxy.conf
cp radiusd.conf.sample radiusd.conf
cp snmp.conf.sample snmp.conf
cp sql.conf.sample sql.conf
cp users.sample users
ee /ust/local/etc/raddb/radiusd.conf
proxy_requests = yes to no
Authorize {
#sql to

sql
Authenticate {

unix to
# unix
preacct {

files to

#  files
accounting {
#sql to

sql

session {



radutmp to
# radutmp
#sql to

sql
mkdir /var/log/radacct
touch /var/log/radius.log
touch /var/log/radutmp
touch /var/log/radwtmp
chmod 700 /var/log/radacct
chmod 644 /var/log/radius.log
chmod 600 /var/log/radutmp
chmod 644 /var/log/radwtmp
adduser
Username: radius
Full name: freeradius
Uid (Leave empty for default):

Login group [radius]:

Login group is radius. Invite radius into other groups? []:

Login class [default]:

Shell (sh csh tesh nologin) [sh]:

Home directory [/home/radius]:

Use password-based authentication? [yes]: y
Use an empty password? (yes/no) [no]: n
Use a random password? (yes/no) [no]: n
Enter password:

Enter password again:

Lock out the account after creation? [no]: n
Username : radius

Password : *¥#xE

Full Name : freeradius

10



Uid : 1002
Class
Groups :radius
Home : /home/radius
Shell  :/bin/sh
Locked :mno
OK? (yes/no): y
adduser: INFO: Successfully added (radius) to the user database.
Add another user? (yes/no): n
Goodbye!
chown radiusd:radiusd /var/log/radacct
chown radiusd:radiusd /var/log/radius.log
chown radiusd:radiusd /var/log/radutmp
chown radiusd:radiusd /var/log/radwtmp
ee /usr/local/etc/raddb/sql.conf
# Connect info

server = "localhost"

login = "admin"

password = "pbru8312"

# Database table configuration
radius_db = "radius"
#sql_user name = "% {Stripped-User-Name:-% {User-Name:-DEFAULT} }"
sql_user_name = "% {Stripped-User-Name:-% {User-Name:-DEFAULT} }"
sql_user name = "% {User-Name}"
#sql_user name = "% {User-Name}"
mysql -u root -p
password:
use radius;

show tables;

11



insert into radcheck (Username, Attribute, Value) VALUES (‘fry', 'Password', '1234");

insert into usergroup (UserName, GroupName, Priority) VALUES ('fry', 'dynamic’, 1);

insert into radgroupcheck (GroupName, Attribute, Value) VALUES (‘dynamic', 'Auth-Type',

"Local’);

insert into radreply (UserName, Attribute, Value) VALUES ('fry', 'Class', '0702345678");

12

insert into radgroupreply (GroupName, Attribute, Value) VALUES (‘dynamic', 'Session-Timeout',

'3600');

insert into radgroupreply (GroupName, Attribute, Value) VALUES (‘dynamic', 'Idle-Timeout,

'600");

insert into radgroupreply (GroupName, Attribute, Value) VALUES (‘dynamic', 'Acct-Interim-

Interval', '60");

insert into radgroupreply (GroupName, Attribute, Value) VALUES ('dynamic', 'WISPr-
Redirection-URL', 'http://www.geeklan.co.uk");

insert into radgroupreply (GroupName, Attribute, Value) VALUES (‘dynamic', 'WISPr-
Bandwidth-Max-Up', '128000");

insert into radgroupreply (GroupName, Attribute, Value) VALUES ('dynamic', 'WISPr-
Bandwidth-Max-Down', '512000");

select * from radgroupreply;

quit;

cp /ust/local/share/chillispot/hotspotlogin.cgi /usr/local/www/apache22/cgi-bin/

chmod 755 /usr/local/www/apache22/cgi-bin/hotspotlogin.cgi

cp /ust/local/share/chillispot/chilli.conf.sample /etc/chilli.conf

cp /ust/local/share/chillispot/dictionary.chillispot /usr/local/etc/raddb/

cp /ust/local/share/chillispot/freeradius.users /usr/local/etc/raddb/

cp /ust/local/share/chillispot/pf.conf.sample /etc/pf.conf

ee /ust/local/www/apache22/cgi-bin/hotspotlogin.cgi

#$uamsecret = password to

$uamsecret = password

#$userpassword=1;

Suserpassword=1;



13

ee /ust/local/etc/raddb/dictionary

iy

SINCLUDE /ust/local/etc/raddb/dictionary.chillispot
ee /etc/chilli.conf

net 192.168.182.0/24

dns1203.113.118.2

radiussecret testing123

dhcpif vr0 #out

uamserver https://192.168.182.1/cgi-bin/hotspotlogin.cgi
uamhomepage http://192.168.182.1/welcome.html
uamsecret ht2eb8ej6sdet3rglulp

uamlisten 192.168.182.1

cp /home/admin/welcome.html /usr/local/www/apache22/data/
/ust/local/sbin/radiusd -X

/ust/local/bin/radtest fry 1234 localhost 1812 testing123
U chillispot

#1d /etc/rc.local

/ust/local/sbin/chilli &

/ust/local/sbin/radiusd &

# ee /etc/rc.conf

pf enable="YES"

pf rules="/etc/pf.conf"

pf flags=""

pflog_enable="YES"

pflog logfile="/var/log/pflog"

pflog_flags=""

#reboot

Install squid
M3 chillispot + squid (transparent)

cd /usr/ports/www/squid



make install

Lﬁaauﬁ%ué’aﬁl’flﬂuﬁwlm”l%lﬁ squid.confﬁﬂgﬂu /ust/local/etc/squid/ ﬁﬂfj
ee /usr/local/etc/squid/squid.conf

udnd s siiaselufiuazionndosnne # oan

http_port 8080

icp_port 3130

cache_dir ufs /ust/local/squid/cache 1500 16 256

cache_access_log /ust/local/squid/logs/access.log

cache_log /usr/local/squid/logs/cache.log

cache store log none

WA acl our networks src 9zad1szanaiussTiad 1888udauA v Uil vty
MIMHUAA ip ﬁ%$ﬁ1n1§m6{’hi\lﬂ% proxy Vl,ig]}

Tt linme ip T chillispot w1414

acl our_networks src 192.168.182.0/24

http_access allow our networks

11821118191 httpd_accel port 80 udaissiamaiiiagly ﬂzagiﬂigmmuaiﬁﬂﬁ 2234111
MINM transparent

httpd_accel port 80

httpd_accel host virtual

httpd_accel with _proxy on

httpd_accel uses_host_header on

aFadanimsesllwa

u&da1% squid a319 cache SuinTaoldidade i

cd /usr/local/squid/logs

touch access.log

touch store.log

touch cache.log

chmod 777 *.log

cd /ustr/local/squid/

mkdir cache
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chmod 777 cache

cd /ust/local/sbin

/squid -z

u&rda1¥ squid e Taeldmdasio s

/ust/local/sbin/RunCache &

et it deR 10 relocal fase I

ee /etc/rc.local

udiuddadadl

/ust/local/sbin/RunCache &

ipfw add 1700 fwd 192.168.182.1 tcp from any to 192.168.182.0/24 80
ipfw add 1800 fwd 192.168.182.1,8080 tcp from 192.168.182.0/24 to any 80
# ldwond

ipfw add 1900 deny tcp from any to any 8080

ipfw add pass tcp from any to any 3990 via setup

reboot

@Gi’ljall”a tail -f /usr/local/squid/logs/access.log

v |l
a v ) [ v U
AN syslog ng YNNI server a11IVAN Log
a o A A a & ~ v v sv
AAR syslog_ng UMIATOY server LOAAAT FreeBSD 321 syslog 1319 14911 ly
& . g A A Y
syslog-ng ¥IT1U1TD customize log file name T ¥ au'la
cd /usr/ports/sysutils/syslog-ng
make & make install
A a da g Y Y A A qya ] A o &
ieAnAusausoaadd ud 1ui /etc/re.conf tite 113 on 14 syslog-ng unu Taatuussiail
syslog ng_enable="YES"
9 a Y a A % dy
HazADIBNIANAI syslog 1AM Tastnuussviat 14 /ete/re.conf

syslogd enable="NO"

3 9
v A

NN kill process syslogd 1y Taeleddatl
kill “cat /var/run/syslog.pid’
1N11N13 copy /usr/local/etc/syslog-ng/syslog-ng.conf.sample 1% /ust/local/etc/syslog-ng/syslog-

ng.conf
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cp /ust/local/etc/syslog-ng/syslog-ng.conf.sample /ust/local/etc/syslog-ng/syslog-ng.conf
NN start syslog-ng Iﬂﬂ%ﬂﬁTéﬂfr
ust/local/etc/rc.d/syslog-ng.sh start
mﬂﬁu“lﬁ’rfh"lﬂgﬁmﬁualu syslog ng.conf
#pico /ust/local/etc/syslog_ng/syslog ng.conf
# This sample configuration file is essentially equilivent to the stock
# FreeBSD /etc/syslog.conf file.
# options
options {
sync (0);
time_reopen (10);
log_fifo_size (1000);
long_hostnames (off);
use_dns (no);
use_fqdn (no);
create_dirs (yes);
keep hostname (yes);
15
# sources
source src { unix-dgram("/var/run/log");
internal();
file("/dev/klog");
15
# destinations
destination messages { file("/var/log/messages"); };
destination security { file("/var/log/security"); };
destination authlog { file("/var/log/auth.log"); };
destination maillog { file("/var/log/maillog"); };
destination Ipd-errs { file("/var/log/lpd-errs"); };

destination xferlog { file("/var/log/xferlog"); };
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destination cron { file("/var/log/cron"); };

destination debuglog { file("/var/log/debug.log"); };
destination consolelog { file("/var/log/console.log"); };
destination all { file("/var/log/all.log"); };

destination newscrit { file("/var/log/news/news.crit"); };
destination newserr { file("/var/log/news/news.err"); };
destination newsnotice { file("/var/log/news/news.notice"); };
destination slip { file("/var/log/slip.log"); };

destination ppp { file("/var/log/ppp.log"); };

destination console { file("/dev/console"); };
destination allusers { usertty("*"); };

#destination loghost { udp("loghost" port(514)); };
#0314 destination 1ioARAD 11 logserver (MUeHIN5 ldaneiay TP ¥8A304 Centralize
Log #server ) Taoifiniiuiamugiuas

destination loghost { tep("'203.172.175.4" port(514)); };
# log facility filters

filter £ auth { facility(auth); };

filter f authpriv { facility(authpriv); };

filter f not authpriv { not facility(authpriv); };

filter f console { facility(console); };

filter £ cron { facility(cron); };

filter f daemon { facility(daemon); };

filter £ ftp { facility(ftp); };

filter f kern { facility(kern); };

filter f Ipr { facility(lpr); };

filter f mail { facility(mail); };

filter f news { facility(news); };

filter f security { facility(security); };

filter £ user { facility(user); };

filter f uucp { facility(uucp); };
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filter £ localO { facility(local0); };
filter £ locall { facility(locall); };
filter £ local2 { facility(local2); };
filter £ local3 { facility(local3); };
filter £ local4 { facility(local4); };
filter £ local5 { facility(local5); };
filter £ local6 { facility(local6); };
filter £ local7 { facility(local7); };

# log level filters

filter f emerg { level(emerg); };

filter f alert { level(alert..emerg); };
filter f_crit { level(crit..emerg); };
filter f err { level(err..emerg); };

filter f warning { level(warning..emerg); };
filter f notice { level(notice..emerg); };
filter f_info { level(info..emerg); };
filter f debug { level(debug..emerg); };
filter f is_debug { level(debug); };

# program filters

filter f ppp { program("ppp"); };

filter f slip { program("startslip"); };

# * err;kern.warning;auth.notice;mail.crit

/dev/console

log { source(src); filter(f_err); destination(console); };

log { source(src); filter(f_kern); filter(f warning); destination(console); };

log { source(src); filter(f_auth); filter(f notice); destination(console); };

log { source(src); filter(f _mail); filter(f crit); destination(console); };

# * notice;authpriv.none;kern.debug;lpr.info;mail.crit;news.err /var/log/messages

log { source(src); filter(f _notice); filter(f not authpriv); destination(messages); };

log { source(src); filter(f_kern); filter(f debug); destination(messages); };

log { source(src); filter(f_Ipr); filter(f info); destination(messages); };
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log { source(src); filter(f_mail); filter(f crit); destination(messages); };

log { source(src); filter(f news); filter(f err); destination(messages); };

# security.* /var/log/security
log { source(src); filter(f_security); destination(security); };

# auth.info;authpriv.info /var/log/auth.log

log { source(src); filter(f_auth); filter(f_info); destination(authlog); };

log { source(src); filter(f_authpriv); filter(f info); destination(authlog); };

# mail.info /var/log/maillog
log { source(src); filter(f_mail); filter(f info); destination(maillog); };

# Ipr.info /var/log/lpd-errs
log { source(src); filter(f_Ipr); filter(f info); destination(Ipd-errs); };

# ftp.info /var/log/xferlog
log { source(src); filter(f_ftp); filter(f info); destination(xferlog); };

# cron.* /var/log/cron

log { source(src); filter(f_cron); destination(cron); };

# * =debug /var/log/debug.log
log { source(src); filter(f is_debug); destination(debuglog); };

# * emerg *

log { source(src); filter(f emerg); destination(allusers); };

# uncomment this to log all writes to /dev/console to /var/log/console.log

# console.info /var/log/console.log
#log { source(src); filter(f console); filter(f info); destination(consolelog); };
# uncomment this to enable logging of all log messages to /var/log/all.log

# touch /var/log/all.log and chmod it to mode 600 before it will work

#oEH /var/log/all.log
#log { source(src); destination(all); };

# uncomment this to enable logging to a remote loghost named loghost

#x* @loghost

log { source(src); destination(loghost); };

# uncomment these if you're running inn



# news.crit /var/log/news/news.crit
# news.err /var/log/news/news.err
# news.notice /var/log/news/news.notice

#log { source(src); filter(f news); filter(f crit); destination(newscrit); };

#log { source(src); filter(f news); filter(f err); destination(newserr); };

#log { source(src); filter(f news); filter(f notice); destination(newsnotice); };
# Istartslip

#oEE /var/log/slip.log
log { source(src); filter(f slip); destination(slip); };

# Ippp

#oEE /var/log/ppp.log
log { source(src); filter(f ppp); destination(ppp); };
sflowituludnihogavedlild  Tunsdifidinlnesilifu PROXY Server
# Squid server.

filter f squid { program("squid") and facility(user); };

log { source(src); filter(f_squid); destination(loghost); };

ANUNED Z‘T'Qeﬁlauuaﬁllﬁ)ﬁsquid@1ﬂuserﬁ1“ff}ﬂuclum%i?NQﬂ 11éq Centralize Log server

(6113JIP1u#loghost)

20

A o w ad Jd o 1 . Y . o v
!,WiJﬂTZ‘Tﬂﬁ!!,“]ﬁWL’miWJQﬂﬁﬂei’llallua File access.log 1114 Centralize Log server Tagon Tuiia

1§3970 Reboot tn3eq hiag
#pico /etc/rc.local
inussialudamddiauiiol? squid a4 log 11117 Centralize Log server
tail -F /var/log/access.log | logger -t squid -p user.info &
#reboot
ﬁwﬁadﬁ’faga@hm"lﬂﬁq Centralize Log server
# Log mail server from pop3 service.
filter f pop3 { match("pop3"); };
log { source(src); filter(f pop3); destination(loghost); };
# Log mail server from imap service.

filter f imap { match("imap|courier"); };



log { source(src); filter(f_imap); destination(loghost); };

# Log mail server use smtp or sendmail service.

filter f smtp { match("sendmail|smtp"); };

log { source(src); filter(f smtp); destination(loghost); };

# Log mail server use postfix service.

filter £ postfix { program(""postfix/"); };

log { source(src); filter(f_postfix); destination(loghost); };

# Log IM used iptable check MSN,ICQ,... service.

filter f im1 { level(warn..emerg); };

filter f im2 { program("iptables"); };

log { source(src); filter(f_im1); filter(f im2); destination(loghost); };
# Log dhcp server.

filter f dhcp { program("dhcpd") and facility(daemon); };

log { source(src); filter(f dhcp); destination(loghost); };

# Log ssh server.

filter f ssh { program("sshd") and facility(auth, authpriv); };
log { source(src); filter(f_ssh); destination(loghost); };

# Log ftp server.

filter f_ftp { program("vsftpd"); };

log { source(src); filter(f_ftp); destination(loghost); };

# Log apache (httpd) web server.

filter f www { program("logger"); };

filter f www1 { program("apache"); };

log { source(src); filter(f www); filter(f www1); destination(loghost); };
# Log Samba File server.

filter f samba { level(info..emerg) and program("smbd"); };
log { source(src); filter(f_samba); destination(loghost); };

# Log ldap server.

filter f ldap { program("slapd"); };

log { source(src); filter(f_Idap); destination(loghost); flags(final); };
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# Log radius server.
filter £ radius { program("radiusd"); };
log { source(src); filter(f radius); destination(loghost); };
filter £ router { facility(local2); };
log { source(src); filter(f router); destination(loghost); };
filter f switch { facility(local3); };
log { source(src); filter(f_switch); destination(loghost); };
filter £ firewall { facility(locald); };
log { source(src); filter(f_firewall); destination(loghost); };
filter f vpnbox { facility(local5); };
log { source(src); filter(f vpnbox); destination(loghost); };
filter £ wifi { facility(local7); };
log { source(src); filter(f wifi); destination(loghost); };
1uﬂiﬂjﬁ ﬁbﬂﬁ/ a9 log Taléia logserver (freebsd)
#nano /etc/syslog-ng/syslog-ng.conf
funnomelvd
destination loghost { tcp("203.113.118.14" port(514)); };
filter f squid { program("squid") and facility(user); };
log { source(s_sys); filter(f squid); destination(loghost); };

filter f mmmmm { level(info..emerg) and

not (facility(mail)

or facility(authpriv)

or facility(cron))

and match("chilli.c");
15
log { source(s_sys); filter(f mmmmm); destination(loghost); };
nnfufmludieonainTsunsy Bdier
Restart syslog-ng
#service syslog-ng restart

' ' 9 ] ]
dal# 5uda log nasendlamios



#chkconfig tail -F /var/log/squid/access.log | logger -t squid -p user.info &

#chkconfig tail -F /var/log/squid/access.log | logger -t squid -p user.info &

MIAAAY syslog_ng

VUIAT04 Centralized log Server

Fumsaadaiiolddmsuiu Centralized Log
cd /usr/ports/sysutils/syslog-ng
make & make install

A a a9 v oy A A g v ¥
ieAnfusousoadd ud lui /etc/re.conf 1o 11i3on 14 syslog-ng tnu
Taouu 359It
syslog ng_enable="YES"

Y a o a A % dy
HAzADINITINIANAI syslog 1AM TastNuussaH Tu fetc/re.conf
syslogd enable="NO"

NN kill process syslogd 1y Taeleddatl

kill “cat /var/run/syslog.pid’

111013 copy /usr/local/etc/syslog-ng/syslog-ng.conf.sample 1% /ust/local/etc/syslog-ng/syslog-
ng.conf

cp /usr/local/etc/syslog-ng/syslog-ng.conf.sample /usr/local/etc/syslog-ng/syslog-
p yslog-ng/syslog-ng p yslog-ng/syslog

ng.conf

J 9
v A

NN start syslog-ng Tagsumdail
ust/local/etc/rc.d/syslog-ng.sh start
#pico /ust/local/etc/syslog_ng/syslog ng.conf
# This sample configuration file is essentially equilivent to the stock
# FreeBSD /etc/syslog.conf file.
# options
options {
sync (0);

time_reopen (10);



log_fifo_size (1000);
long_hostnames (off);
use_dns (no);
use_fqdn (no);
create_dirs (yes);
keep_hostname (yes);
5
# sources
source src { unix-dgram("/var/run/log");
internal();
file("/dev/klog");
15
#a313Source fiososUToYAINIATOIGN
# Source from remote client

source s_client {

tep(ip(0.0.0.0) port(514) keep-alive(yes) max-connections(300));

udp(ip(0.0.0.0) port(514));

¥
# destinations
destination messages { file("/var/log/messages"); };
destination security { file("/var/log/security"); };
destination authlog { file("/var/log/auth.log"); };
destination maillog { file("/var/log/maillog"); };
destination Ipd-errs { file("/var/log/lpd-errs"); };
destination xferlog { file("/var/log/xferlog"); };
destination cron { file("/var/log/cron"); };
destination debuglog { file("/var/log/debug.log"); };
destination consolelog { file("/var/log/console.log"); };
destination all { file("/var/log/all.log"); };

destination newscrit { file("/var/log/news/news.crit"); };
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destination newserr { file("/var/log/news/news.err"); };
destination newsnotice { file("/var/log/news/news.notice"); };
destination slip { file("/var/log/slip.log"); };
destination ppp { file("/var/log/ppp.log"); };
destination console { file("/dev/console"); };
destination allusers { usertty("*"); };

#destination loghost { udp("loghost" port(514)); };
# log facility filters

filter £ auth { facility(auth); };

filter f authpriv { facility(authpriv); };

filter f not authpriv { not facility(authpriv); };
filter f console { facility(console); };

filter £ cron { facility(cron); };

filter f daemon { facility(daemon); };

filter £ ftp { facility(ftp); };

filter f kern { facility(kern); };

filter f Ipr { facility(lpr); };

filter f mail { facility(mail); };

filter f news { facility(news); };

filter f security { facility(security); };

filter £ user { facility(user); };

filter f uucp { facility(uucp); };

filter £ localO { facility(local0); };

filter £ locall { facility(locall); };

filter £ local2 { facility(local2); };

filter £ local3 { facility(local3); };

filter £ local4 { facility(local4); };

filter £ local5 { facility(local5); };

filter £ local6 { facility(local6); };

filter £ local7 { facility(local7); };
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# log level filters

filter f emerg { level(emerg); };

filter f alert { level(alert..emerg); };

filter f_crit { level(crit..emerg); };

filter f_err { level(err..emerg); };

filter f warning { level(warning..emerg); };

filter f notice { level(notice..emerg); };

filter f_info { level(info..emerg); };

filter f debug { level(debug..emerg); };

filter f is_debug { level(debug); };

# program filters

filter f ppp { program("ppp"); };

filter f slip { program("startslip"); };

# * err;kern.warning;auth.notice;mail.crit /dev/console

log { source(src); filter(f_err); destination(console); };

log { source(src); filter(f_kern); filter(f warning); destination(console); };
log { source(src); filter(f_auth); filter(f notice); destination(console); };
log { source(src); filter(f _mail); filter(f crit); destination(console); };

# * notice;authpriv.none;kern.debug;lpr.info;mail.crit;news.err  /var/log/messages
log { source(src); filter(f _notice); filter(f not authpriv); destination(messages); };
log { source(src); filter(f_kern); filter(f _debug); destination(messages); };
log { source(src); filter(f_Ipr); filter(f info); destination(messages); };

log { source(src); filter(f_mail); filter(f crit); destination(messages); };
log { source(src); filter(f news); filter(f err); destination(messages); };

# security.* /var/log/security
log { source(src); filter(f_security); destination(security); };

# auth.info;authpriv.info /var/log/auth.log
log { source(src); filter(f_auth); filter(f_info); destination(authlog); };

log { source(src); filter(f_authpriv); filter(f info); destination(authlog); };

# mail.info /var/log/maillog



log { source(src); filter(f_mail); filter(f info); destination(maillog); };
# Ipr.info /var/log/lpd-errs

log { source(src); filter(f_Ipr); filter(f info); destination(Ipd-errs); };

# ftp.info /var/log/xferlog

log { source(src); filter(f_ftp); filter(f info); destination(xferlog); };

# cron.* /var/log/cron

log { source(src); filter(f_cron); destination(cron); };

# * =debug /var/log/debug.log
log { source(src); filter(f is_debug); destination(debuglog); };

# * emerg *

log { source(src); filter(f emerg); destination(allusers); };

# uncomment this to log all writes to /dev/console to /var/log/console.log

# console.info /var/log/console.log
#log { source(src); filter(f console); filter(f info); destination(consolelog); };
# uncomment this to enable logging of all log messages to /var/log/all.log

# touch /var/log/all.log and chmod it to mode 600 before it will work

#oEE /var/log/all.log
#log { source(src); destination(all); };

# uncomment this to enable logging to a remote loghost named loghost

#x* @loghost

log { source(src); destination(loghost); };

# uncomment these if you're running inn

# news.crit /var/log/news/news.crit
# news.err /var/log/news/news.err
# news.notice /var/log/news/news.notice

#log { source(src); filter(f news); filter(f crit); destination(newscrit); };
#log { source(src); filter(f news); filter(f err); destination(newserr); };
#log { source(src); filter(f news); filter(f notice); destination(newsnotice); };

# Istartslip
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#oEE /var/log/slip.log
log { source(src); filter(f_slip); destination(slip); };

# Ippp

#oEE /var/log/ppp.log
log { source(src); filter(f ppp); destination(ppp); };

A 1 9 J o 1 dyo v o Y
#ﬂ@l&!WNiHﬁ’JH%WQ@ﬂI@ﬂW@ AIDYNUTIMITUIVVBUD access.log 310 Proxy

Server dineen18deyann Server wiia luuldifiumudiedredeie

# Log from squid (proxy) server kept access.log from LAN.

filter f squid { program("squid") and facility(user); };

destination d_squid {
file("/var/log/$SHOST/$YEAR/$SMONTH/squid. s YEAR-$MONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15
log { source(s_client); filter(f_squid); destination(d squid); };

WINBINA: YATOIYN | a3 server wadaTrlamed 1 $aTusia

srdalumssudeyamenniniesgn

# Log mail server from pop3 service.

filter f pop3 { match("pop3"); };

destination d_pop3 {
file("/var/log/$SHOST/$YEAR/SMONTH/pop3.$YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f pop3); destination(d pop3); };

# Log mail server from imap service.

filter f imap { match("imap|courier"); };

destination d_imap {
file("/var/log/SHOST/$YEAR/SMONTH/imap.$YEAR-SMONTH-$DAY"

owner(root) group(adm) perm(665)
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create_dirs(yes) dir_perm(0775));
|5

log { source(s_client); filter(f imap); destination(d_imap); };

# Log mail server use smtp or sendmail service.

filter f smtp { match("sendmail|smtp"); };

destination d_smtp {
file("/var/log/SHOST/$YEAR/SMONTH/smtp.§ YEAR-$MONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

5

log { source(s_client); filter(f_smtp); destination(d_smtp); };

# Log mail server use postfix service.

filter £ postfix { program(""postfix/"); };

destination d_postfix {
file("/var/log/$SHOST/$YEAR/$SMONTH/postfix. s YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

5

log { source(s_client); filter(f postfix); destination(d_postfix); };

# Log IM used iptable check MSN,ICQ,... service.

filter f iml { level(warn..emerg); };

filter f im2 { program("iptables"); };

destination d_im {
file("/var/log/$SHOST/$YEAR/$SMONTH/msn.$ YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

5

log { source(s_client); filter(f_im1); filter(f im2); destination(d_im); };

# Log dhcp server.
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filter f dhcp { program("dhcpd") and facility(daemon); };

destination d_dhcp {
file("/var/log/$SHOST/$YEAR/$SMONTH/dhcp.$ YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f dhcp); destination(d_dhcp); };

# Log ssh server.

filter f ssh { program("sshd") and facility(auth, authpriv); };

destination d_ssh {
file("/var/log/$SHOST/$YEAR/$MONTH/ssh.$ YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f_ssh); destination(d ssh); };

# Log ftp server.

filter £ ftp { program("vsftpd"); };

destination d_ftp {
file("/var/log/SHOST/$SYEAR/SMONTH/ftp.$ YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f ftp); destination(d_ftp); };

# Log apache (httpd) web server.

filter f www { program("logger"); };

filter f www1 { program("apache"); };

destination d_www {
file("/var/log/$SHOST/$YEAR/$SMONTH/www.$§YEAR-$MONTH-$DAY"
owner(root) group(adm) perm(665)

create_dirs(yes) dir_perm(0775));
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15

log { source(s_client); filter(f www); filter(f www1); destination(d www); };

# Log Samba File server.

#

filter f samba { level(info..emerg) and program("smbd"); };

destination d_samba {
file("/var/log/$SHOST/$YEAR/$MONTH/samba.§ YEAR-§MONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f samba); destination(d samba); };

# Log ldap server.

filter £ 1dap { program("slapd"); };

destination d_ldap {
file("/var/log/SHOST/$YEAR/SMONTH/ldap.$YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f Idap); destination(d_Idap); flags(final); };

# Log radius server.

filter f radius { program("radiusd"); };

destination d_radius {
file("/var/log/$SHOST/$YEAR/$MONTH/radius.$ YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f radius); destination(d radius); };

filter £ router { facility(local2); };

destination d_router {

file("/var/log/$SHOST/$YEAR/$MONTH/router.$YEAR-SMONTH-$DAY"
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owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f router); destination(d_router); };

filter f switch { facility(local3); };

destination d_switch {
file("/var/log/$SHOST/$YEAR/$SMONTH/switch. s YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f_switch); destination(d switch); };

filter £ firewall { facility(local4); };

destination d_firewall {
file("/var/log/$SHOST/$YEAR/$MONTH/firewalL§ YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f firewall); destination(d_firewall); };

filter f vpnbox { facility(local5); };

destination d_vpnbox {
file("/var/log/SHOST/$YEAR/$SMONTH/vpnbox.$ YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));

15

log { source(s_client); filter(f vpnbox); destination(d vpnbox); };

filter £ wifi { facility(local7); };

destination d_wifi {
file("/var/log/$SHOST/$YEAR/$SMONTH/wifi. 5 YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)

create_dirs(yes) dir_perm(0775));
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15
log { source(s_client); filter(f wifi); destination(d_wifi); };
server iz 1e laidnneisednTuse Taaausitoriulid log
g1 114 log vzgriftuifiu ildveaudasTu wuATed Centralized log Server
#pico /ust/local/etc/syslog-ng/syslog-ng.conf
Fuviiuiholiédad
filter f mmmmm { match("chilli.c"); };
destination d_messages {
file("/var/log/$HOST/$YEAR/$SMONTH/messages.$ YEAR-SMONTH-$DAY"
owner(root) group(adm) perm(665)
create_dirs(yes) dir_perm(0775));
15
log { source(s_client); filter(f mmmmm); destination(d_messages); };
Tuduvesquid Tidouiiumarz i Gyl adaouns nuda
Lﬁmlfa}nlellhlﬂﬁ syslog-ng.conf 19 reboot server 143

#shutdown —r now



34

msy 55 e

Ao AYaw Y o o Y a P ae A
NuItendIvenazams lanmuinaziiild1d5enelaunuauive 15ean1s
o a 4 4 [ [ a o
fJ?JﬂLLUULLﬁZW@JuWﬁuLLUUﬁZUU@HL‘V]@ilu@]!ﬂ@]nﬂi'lﬂ?@lﬂﬁﬂ/iﬁ“lJiJW'I’J‘VIEHﬁEJ ‘]Jigﬂﬂﬂg{ﬂl‘(’l
av & o &
Tn3IM3INIHNA 5 1ATIN15T Al
3 % [ a 4 4
FouuuaIde (M Ine) AMTOONULVLAZWANAUUUTZUUDUND S UANAIEGT 1A
AT UNMIINGTY
(J’l1‘ld15@ﬂ€|‘lsl) Design and Implementation of Internet Gateway Open Source

System for University

‘ﬂ' a W Y a W
¥olasamdsamelaunuaiuide

v
=

av A v KX 4 v 9 Aa A [
Tﬂﬁx‘]fﬂﬁl‘ﬂﬂ‘ﬂ 1 Li@\iﬂWi‘]JuVlﬂﬁ’E]ﬂhl‘NﬁWWN NIU. NAIYAINUAALNYINDY
a 4 o o a v
ADUNIADT 2550 AIUTUUYIINGIQY
Centralized Log Server For University.
av A A a S > o A Yg Ya s
Tﬂﬁx‘]fﬂﬁl‘ﬂﬂ‘ﬂ 2 ﬁmizuanfaummummmywﬂﬂfaumaimﬁ
User Authentication Internet Account System.
av A A [ a v o [ 9 9q 9
Tﬂﬁx‘]fﬂﬁl‘ﬂﬂ‘ﬂ 3 !,5EJ\1‘WGJJH'ILL?J‘W‘WQL?]%Hﬂﬂﬂ1§§$ﬂﬂﬂﬂﬂ1§ﬁ1uﬂl@3§lﬁaﬂi“}5
dumesiun
Application User Manager Internet Account for Administrator.
av Y § a 4 a J J o o a @
Tﬂﬁﬁﬂ1§'3§]ﬂﬁ 4 ﬁ@\iﬂ'li?JNWELNHG]?%UU@HW]@?LH@W@L'JEIﬁ'I“YTT]JiJ"YT'I’J“I/]EJ'laEJ
Implementation of Internet Gateway For University
(Firewall, NAT,DHCP,Proxy Server,DNS,Database
Server,Webserver,Mail Server,FTP Server).
a v d' d' ’q ¥ a 4 4 a @
Tﬂﬁx‘]fﬂﬁl‘ﬂﬂ‘ﬂ 5 !,5EJ\1“]J§$EJﬂG]‘IGIN'I‘Lligﬂﬂﬂu!ﬂﬂiluﬁlﬂﬁl’)ﬂﬂ\lﬂT)ﬂEﬂaﬂ
9
] % 4
luszuunietenuwnl v-da’ladl

Interface Internet Gateway University WIFI-Lease Line

Technology.



35

o

24 0 Yy v Y X v g a =
a5l 1Fdenimnlasamsusaudundrvelsznenwiluszuufeideny
Y Y J AR Y o Yo a @ @ 2 A ]
awnsoldauldanysel nsdidny el ldduuminedessagumysysel dalinideau
szAUAME 5 Amg uaz 4 d1in 1 aoniu vaz Idih luneassdddiuminsaussnisaieuen
E4
laun dninaumssuguiiiamssysel 1595oua1inens taz 15uSouniieainony
wamsIsenuNszuulFaa dnuatesnmge awisnsessumiosnouiinmes
4 (4
vouf 1Fluniaoau ldianuaniniaglsyannde1d uazdszudasulszumalidsy
] [ 1 A 1 ] @ T o3| A
wihsnuainan 1d laedes l491e51a1gnun Taemiteau lddSuszumideiulowad
I%TE)L‘WUGI{EI{ o Ulgfuﬂl Web Server, Mail Server, FTP Server, DNS Server, Database Server ,
. <] Ao 4 [N} o ] A
Gateway , Firewall TagmnwizinTaavinimiowusiviesiuiuunn amwviienuidesnis 1y
A a v =R Y (@ A Y 4 qszl & =
wangnsowazuinsinany ladsunldsuun g Tomusesanaiue Falisiwazideaniy

Y
areganedaul) aeil

9 H
@ ~ 9

ya 4 a [ [ IS ~
M3 lgoumoesiuanialunmIneas Tuaeun 12 3 wag 4 aanmiunisisonls

A3

9 il

a) <3 o v @ . . 4 .
Tsunsuladulsiszuuiiimsianu1fd 19491950y (Authentication) 1#W® Login 191d

U £} U

9

axAa v KR Y a 4 13 .
IUY TﬂfJ’J‘ﬁu5$1J1Ji]3?ﬂllﬁmJu1’]ﬂfﬂi1%@1uﬁ)ulﬂﬂimﬁaﬂqa’0ﬂ11’\| (Centralize Log Server)

Vaq ¥ I = d
ﬂ']i!.‘l.!']l‘ﬁ-ﬂ THIZULIAIDVIEADHUNIAADT

= ar ar o o Iy = J g 3/ '
HHTINT1@YIIFALENTIY 50 D mualvneading Login l.‘lgl MNsnuszuuAietn
= o . q 9 = ar Yo i
ABUNAADT lAaan U1 13“1% Username L8y Password NETUAT 1"3 nurhoma Iulad

" - e
ﬁ‘lTi'ﬂ'H.!'ﬂﬁtl'ﬁ:%iﬂfi’&:fﬂ Jana lagiuuaau ﬂ'l‘il-'llﬂ'?j'il'iﬂﬁﬂW]'Bll,'ﬂ‘u

¥
1. mmaila Website lasq 2amiiuszuu

a - a 9 v .
91113 Redirect 11ld33i3 18190713 Login
a0 a9l = e = 4
dWnlduimsdsgilnsdiszuund adeu el i

M3 Redirect15¥Adn Login

www.pecru.ac.th

n: madhldoumesiua winendossigmsysel



151912 g S S N - SR
NIV NTITHISULIATDVIHABNWILADT

| Budidaufy

] kleonadd

- A5l username 138 password
hinndee sz1nmzudah
sHARIURANEIA Nananou
Tmisnasa

www.pcru.ac.th

NUSZUVIATEUIE DA ﬂ‘%lﬁﬂﬂ ]ﬂﬁl‘u?d"l’i 1INnenag

*08e
o

- Popup BRI Tumsdsnarliiunng 10 uri
waznInUins1la Popup TlAauiims logout nan
wns=un iy 10 it zuveshnARmIE oA
puoiy M A hignnsal¥uinsa i Internet 109 14

R B2 ' v
#9911171511a Browser Hanuanauuanimizda

= Browser 101 N15217UN15 Logm 11g3: 1180
& Wasusrauiu - = =
| a53 (ludunoun 1)

www.pcru.ac.th

n: mahldoumesiua winendosssgmsysel

36



37

§ g [ 0 . ~ ]
ivorilunsfleanunisiine) User taz Password voadou 114 1umei ligndesnie

wowo1 1 1¥lumenenih lfinannuiaaungnuieindrsauiamernuneunaes

szuvag Ingldannsonldeusiariudieadld1a

U

A . s ¥ o3 oo @
1. 13J® Login wnldnuszvuldudainthaa

o o i 4
e ek 3. hmsnsendoyaddeliil
= b § =3 = 13
Popup HUIN (Ranfilasusiiariing Old PassWord = N30 password 1@l

New PassWord = N30 password Taai

¥
Retype New PassWord = 139 password 1138nA53
Edit= gouiumsud lusianiu

Phetchabun Rajabhat University
Edit PassWord

UserName yosita
Old PassWord sreese

New PassWord ey
Retype Mew PassWord sessnans

Phatehabam Rfabbat University
Filit Passiford

www.pcru.ac.th

n: manasusiariuvesdlgoumesiun uninedessgmysysel

=D.



38

dmsudauaszuy Werhgszun szuuznaasdniaeg Ndquaszuuamnsonsein
Tuszuy ldienrugumslsnudumesiuavesdldnnauluszuy

7} Administrator - Microsoft Internet Explorer =8 x|

Fie Edt Vew Favorites Took Help |

@Bm-@v x| [2] Eh‘psﬁmh @Fawmtes fﬂ'|/‘v.%] " A«

Address [i2] httos/locaihost fififecmin index2.aho =] e HLm ”|

frudReudy Bguasan » witusn | aanar

druSurfguaszu
sruudanisansinud Siile nroTuanendy 1] usal wngsiin
wiusn
@ @ @ @ @ @ s
g Janstayagls Fnnsnaud WassEs T GifnaatdoTuat AsziEinisTHm pryssianwwIn
g
Fanistayadls
FanisnauAtd
afans T Wuusiamindanau ufludssiy vdaniiu Squid sfianstiou Wiuusiominaadandu

swefiaghidolio

danuiu Squid

afansldussug

i EAgnusysal 83 1,11 o.ands a.dlae 3.mysysal 67000 ns. 056 717100

| Dare [T [ ecintanst

{rstart] B 28 @ * @ Windows P Profes... | | 1plan | & rect@iocahostie | Bg www -reste192.1... [z Admini —w | indude | #)urii 4-Mcrosoft . | | [« @@ 015

[

AmTVARUATEUY UMAINORET A QN5 0]

=h.
=
)



39

J o o Y a @ o 4
szuuMs 1 HomaddmsuyAaIng LazinANBIVOWIINGIAT A YINTT YT 1A0

seuuniluTomusos e (Open Source) 1umari¥lszndasulszinaldiuuminededy

2619170 tazszuuaNIo 1S udsanne laegellssansam

a :::Phetchabun Rajabhat University Webmail ::: - Microsoft Internet Explorer
File Edit View Favorites Tools Help

@Badc A > |ﬂ @ _:"J ,::Saar:h ‘ET:E‘Fa\-'orlbes {‘} = ».;- ] - ) f ﬂ

Address | @] http: fjmail pru. ac. th/ [=] G

i PCRU Maill «
3 ums3iva) s
amaneas ANy I8!

Welcome TO
Rajabhat Phetchabun University

windssuu Mail PCRU
fia: |
sWaru: |

&) Dore | | | @ Internet
= ————————
T asn h #} Google ... It O§ T ae.. ! 4 ::Phetc...

c -~ T T ——
S Tz ¢ ) Frewal ... & nislea... W§ untited... || A AdobeR... "B € @ 1m0

~ ] a 7 a o o s
Ny : ﬂ'lii“lf\?'luﬂluaﬂ EJ'VITJ‘VIEﬂafliT’]fﬂQLW“]ﬁ‘]J”im



40

< 2 . 9 o o a @
szuums 19130 Taands (Web Hosting) S1u5uynains nazinfinyivesuniinende
@ A g < o @
sAgrsysel TaoszuvuiiiluTemusosa (Open Source) T unan sz ndasuilszana

@ a v g 1 1A a a
lﬁ}ﬂﬂllﬁ'l')ﬂﬂ'lﬁﬁllﬂuﬂﬂﬁll'lﬂ Llaz38‘lJ‘lJﬁ'lll'liﬂGl‘j’fmlﬁ}’E]m\‘lilﬂizﬂﬂ‘ﬁﬂ'I‘W

a HMTINMAnTIHA gy sal - Micosoft Internet Explorer

File Edit View Favorites Tools Help

Qux - QXA

/jf Search *Favorlb&s @ E;?:v :;: ﬂ I_.J f ﬁ

Address | @] http: ffwww. paru.ac. thindex_main, php E-\I G

®,

aadantafnel | UndnE  pezeueu-aey | uSisunninedse === e

nMIuEHIS | AR | HU2ETU

= :
MumMAn  Meafuuniingidea

E] E]

]
PIAAT | AMEATAIIAT nmﬁnmms'ﬁﬂﬂ'rs|nmanunmm{ﬂ‘nmml11nTu]n'ﬂ'n'1iLi\uas|

Phetchab aahtq[lI'ni'Trér'é‘i ; .

ST IS AUIA

RESTHERELATRI L G (ah-u]
SulaueFug uiayRLASEIEULNA

u gilaasaunAlndnm

5767 MuedAnd fuldih
SAMITIEIsLNUASATUE
Wi ATy sal

email.: pcru@pcru.ac.th

soriooune®

 gilaaTauLATIILaUgTAS

7!5!71??1 m7Ua .‘;‘}Q nyva tﬂ?ﬁl‘&l h"i’.‘_-‘l?f&l 5"}

:ﬂa'mu'imﬁ;"m'ﬁ 7 WS’SU’]YI@W%W?&‘!%@ HIH‘;J) ‘E@Vgu?@nqg

N\

NI UM AR IR AN TN I TN o) TOU
L)

& FHAN bl

=15A7g Intanin WEB Mail

~ 1373 PCRU Download

15n71s\Web Hosting an ﬁ"}”u ﬂ?ﬂ%
~1i3A1s E-Learning ) . f =0 ) =5 e El
@ Error on page \ e Internet
= ————7———— ‘
A AdobeR...  EM <€ ¥ 11:5

ya o Y o A ~ " Yo 9 dy
ﬁiﬂlﬂ?%ﬂ!lﬁ%ﬂﬂ!Zhlﬂ‘l"l%lu'ﬁ%ﬂﬂ@u"] w"lu"lﬂimﬂmwmﬂammmiumﬂwmﬂu

13 a 1 A o o 1 = ]
Taunulsivesnay Tusunsudmuazmirsnuiiugud dmina1ee dnnatoniieau

9
(% l

A a @ =2 ] Ay ¥ Y Y 1 o w
wmagiuummmaﬂ 5’)3Jﬂi1"iu’)tli'luﬂ'lfluﬁlﬂ‘ﬂvlﬂhlﬂ‘ﬂﬂﬁﬂ\‘lcl% ]lﬂllﬂ TIUNTUTITITUFY
@ @ 4 ~ o o 1w A ] ' I ¥ a g
Taidamysysal waz IsuFoudsenluduneraudndn 2 uie wallsngszuulelanadiy
A 9y a 9q 9 ] £ @ ] 1 =3 9y dyd'
wmwaiwmQmmmazgiﬁﬂuwmmm %Qﬂ%ﬂﬂﬂﬂﬂ?ﬂ\ﬂﬂﬁﬁ“’] ﬂﬂ\ilﬂﬁ%ﬂﬂumﬂﬂ’mﬂﬂ
9 a 4 Jq 9 L dyl @ 9 [ =
s ldnudumesiuavesdldedas i Tasszuuiisieilszvdasuilszanaaiuian lof

Inuniasau ldgaunn



sz 3agIoe

1. %a - Wuana (mm"lfnﬂ) U U UWNE1 od
wwilszgs lyoyas
‘?;’E) - uana (ﬂ1‘1¢415@ﬂi]‘1&l) Mr, Mrs, Miss, Rank
MR. Prayoon Chaibuth
2. wyrnetaslseddalszanau
35003 00043953
3. dwmrailagiiu

4 [} a 4 a [ [} 4
-919158 3¥AL 7 ANLINNAdaHazma 1u 1ag UINGIaeI 1N INFI Y30l

v Aa

o [ a a 1Y [V 4
A8 rmemsdninIneus msuazma Tuladas aume uMIANe1aos 1A INyIY 50l

] ]
=

] 1aAa 1 9 9 [ 4 =4
4, ’HL!’JENTL!LL@%ﬁﬂTH%@Q%@@@@qﬂﬁgﬂ’Jﬂ Wi’f)l]‘l’iiﬂillﬁﬂli‘l/liﬁ‘i/\lﬂ I“Vli’dﬁ ey "lﬂmmﬂ
ad a d .
2ANNIOUNT (e-mail)

o ¥ A a a v v L4
dninaneuImauazmna Tulagasauma YN 1INGIaeI1BA NI 50l

auuaszlys-vandn dwaazifos suneiion e Tamasysal 67000
Tnsfm Ay 056-717151 iiofio 086 4481991
Insens 056-717151 Email : prayoon@pcru.ac.th

wAa =2
5. 52N ANYT

= a

a a o a [ ]
Usyaa3 9l A.1. (AREUNAABSANYY) InerdengiBoslvi

q

a a a o, @
YsanIn 94l M. (Reuiumes) aaiumaluladnszaomnaudinunms

99 q

AN
6. M1UIHMINTANUFUNYRAY (UANAININAMNIANYI) TTYAVIIFING

N msdinIneus msuazina 1 lagensaumne 3J14131/]EJ1E18§1‘]55]§]LW"]53‘U5‘E1!

[

- uguaigummammauwammuagaumaimmmmmﬁmwﬁgmmmm

[

o a v o 4
-NINUYLATSUUMTAUNANWIINGIAYI TN ENBIY T

oA v a av us.z}
7. Uszaumsainineadesiumsuimsauddensneluazmousnszma Taoszyaoiunm
o av 1.g o aw @ av 1 av 1
Tumsiimsiseindlugdnnemsusauise W lnsmsise nse A3amideluuday
YoIaUDNITI0

7.1 A 1UNIUAUNIUITE : FourUUITY

U

7.2 i Iasen13dde - ¥eIasan13dve



[ o [ 4 Aav Y Y]
1) MIFUNTA ADIUVUNFAQNFTYTU (2546) NUIVGVDIANTDIVUTIVNG
aov 4 [ [} a 4
2) 398509 MIaF19UINNT TN E-Learning 5UVIAT0UIEADNTUNDT (2547)
3) FTUVAITAUINANTING FD1TUIFBLASTHAINT WH1IN1DY
[ 4
TIFNYNYTYTA (2548)
o P ' A A A9
4) My TUsunIuszuuTIUTBYaN I NoANGANDMIAUAURIUILUY
A ] a 4 ~ R A ~ Y] Y] 4
5) IATDVYDUNDIIUA NTUANEIADIUNNDUNGIWHIAUNYTY T (2549)
Av A o <3 Y
7.3 MUIVINN AT
[ @ [ 4 Aav Y
1) MIFUNTA ADIUVUINFAQNFTYTAU (2546) NUIVGVDIADIUU
[ 4
FNBAYNYTY T
aov 4 [ [} a 4
2) 398509 MIAF19UINNT TN E-Learning 5UVIAT0UIEADNTUNDT (2547)
3) FTUVAITAUINANTING FD1TUIVOLASTHAINT WK 1IN0
[ 4
TFNYNYTYTA (2548)
4) mswannTisunsuszuugudeyansneuiionions FuAURTUTZUY

A ] a 4 AR A A @ [ J
ATDUVIYDUINDILIUA ﬂimﬁfmmmummmmmmmmwmuam (2549)

8. Uszaumsaimsiinau
8.1 MuMIaou
o o a a a 4 o @ =
1) emsdlsgdlilsunsudnineinisaeuiaumes  aoiusAgMNans
=1
1 2537-2540
4 o a a a 4 a [
2) 9191358151 115unT M INGINTABUNAABS  UHIINNAY
Y] o ~ Y
ATyl 111 2540-Tag1iu
8.2 MUMIUIHIT
1) UszsmTsunsunounines Ank (2543-2544)
9 o o W =
2) seed eI dinme TuTagas auma (2544-2547)

3) Aswemsdninma Tuladasaumst (2548-lagiin)



MIDONUULHANANAMIUD

a J d o (Y] a (Y]
IZUVVIHINDIIUANALIYININGNATIHIVNKIIINY1aY

Design and Implementation of Internet Gateway Open Source System

for University

Uszgs lveyas

Prayoon chaibuth

% |
YN
Ay o Aa sy P A g o9 vq ¥ a ¢
\ﬂufﬂi’J"l]ﬂﬂUUuui}lﬂﬂigﬁ\iﬂﬂ'ﬁ]ﬂﬂ\?ﬂ"liﬁﬁ?QiSUUNHWE}lﬂ'U‘lJﬂHaﬁi%QWUiu@ulﬂﬂilu@lﬂ?N
o o o o v
9]

dorfsivesnsyiygan

o

o a A o A s ' a
’JfJﬂWiﬂiS‘Vﬂﬂ'ﬂﬂJWﬂLﬁﬂ'Jﬂ“UﬂE]iJW'JW]E]i W.A. 2550 “lumummﬁquﬁ}mmi

a I 3 . . adt o A aw ;’,’ d’lalaw = v A A Y
PUND I UA(Internet Service Provider) a‘ﬁmmumm%ﬂﬁluﬂimmﬂmmz‘nmm"lﬂaammmzumwamﬂw

va o 1

E
o o ° o a a J 1 [ o
ifNi'UWﬂi51"]!“1Jﬂluﬂl(ﬂ@Nﬂﬁ‘n’ﬂﬂEJu']Naﬂ]@ﬁﬂﬁﬁﬁlmm&’ﬁ@ﬂﬂ'ﬁlﬁiﬁﬂiﬂﬁﬂulﬂﬂﬂuﬂﬁluiﬁi‘gVNﬂ']ﬂiiLmz

o

PAYY TagmnIzaa I uANYINMIINGIds Ine1de TsuSeu Tsane1uia uvagnulsudug nliusns

war g

a 7 o e ' o M YA 4 o o
@ulﬂﬂﬁluﬁﬂﬂuﬂﬁ?ﬂiiuﬂﬁﬂﬂﬁ TiE‘HEJW1!'3El\??l!ﬂ\iulllulﬁuﬂ'ﬁm?iﬂllﬂT{lﬂ 9 lﬁ@iﬂﬂﬁﬂWi&’iT%Um)ﬂ]ﬁ??ﬂlﬂ

5]

msnszihanuAsifeItuaeuiimes wa. 2550 Fivelddnsizdszumive ldasasessudodimuaves
v
NIy Iasldrumsnauat
= @ 99 9 ] o @ a d o 99 Y a 9 a o @
fimsszydinuvesdlian Taelszuudmsumangaidauvesdlduimsldszuuansndmsy

9 a 9 q9 1A J
Gl‘ﬁf'flﬂ‘lfﬂHﬂi‘lf\‘ﬂﬂlﬂ?ﬂ‘lﬂﬂﬂﬂﬁ]ﬂilﬂﬂ

]
A

= o Y I A A o Y a A a =

lszuumstamsnaldiiunasgiunuusedetazamisorilddnsuiomama Taslinaw
Aanaia luiny 10 Taalui

a 3 o P ~ Y A A Y o & Y A o Y}

Hszvumsinusnudeyanasudiunaziede’ld vazduiludesiimsdisesdoyanisesiasni

a J Jq 9 a
ﬂﬂﬂWUl@]ﬂiﬂJﬂﬂﬁji%Uiﬂﬁ

= Y 9 9

HszuumsiamsdmSumsAuaudeyamsssnsdounduielddmsududoyalasaziisieanu

U

o
a A

vy 9 o & v o a < o o & o
ﬂ']ﬂm']ﬁu']ﬂLWf]VHﬂ'lﬁigiL‘l‘lﬂiL‘]Juﬂdﬂiingﬂ'J']llWﬂIﬂElfni@ﬂﬂlﬂuﬁ?ﬂﬂ?uﬁ?ﬁﬁﬂlﬂuﬁﬁﬂi']uvnﬁﬂaﬁlnﬂ
~ A o A ¥ o v A o o o A )
Niﬁi'ﬂ'ﬂ‘ﬂiﬂ\ﬁ'ﬂlﬂ5@61118]155181‘5]ﬂﬂWWuﬂiﬁiSUU‘ﬂW@JUWWQT’illﬂﬁ?ﬂJWiﬂﬁﬂ\iiULﬂiﬂﬁlﬂﬂqiﬁWﬂ

a ¢ o & \ 4 o o \ ]
ﬂWﬂﬂWijlﬂiWﬁﬂiguulﬂ\‘]ﬂuﬂﬁWﬂJWjﬂﬂﬂﬂlLU‘ULﬂu 2 32UVYDY lﬁa’iENTJJVNLﬂ?fJ*lHEJLL“JJUﬁETWEJLLazll’ime



y 1 9 o @ <3 Y 9Jq 9 a o Yy A
laun szuugmdoyadimiuinudeyadldaudumesiug (Member for Internet) HazIzUUAUAULAZIZ)
9q ¥ a s . ' ° A o A ' I3 ' ' A Y
Aldnuludumesiug (Retrieval System) lagu1ian1sniaunssduiumsa1eg sentludiudesiie e
Tumsaansszuy
o o 1 Ya o 9Yq 9 a va ) £ o [ <3 v
MIRAUITZUDUAINa 190 18 1F 52 uDUIA FreeBSD 1dszungiudoyadimsunudoya

vq ¥ a s Yoo VYo 3 ) 8 v o a o 1
Aldnudumesiua Aave ldmunszuuiiulagldnim PHP Wludrdanmsiamuennamduaisg Tusunsy

. . A Y, a & o Y a s o ~ ° Y A
FreeRadius 1ag Chillispot 1V 14 Tumsiigasdinulumsidngszuudumesiia lasimstnmua 1nunsszyye
vq ¥ Y o w o [ 1 9 9 Y
Aladrenmeaavilszhidnlszmnsunazdmsunions 1imelainsamadioununoay MAC Address 131

9 A Ay v o a o Y A A o A o wa
FUVBYA lWE]ﬂ'liiﬁ‘ﬂﬂu‘ﬁ?ﬂ’Jﬁjﬂiz‘ﬂ'lﬂ’ﬂllNﬂ‘lﬂiuﬂﬁlﬁﬂﬂulﬂlllﬁ]ﬂﬂ'liﬂi%ﬂﬂwﬂ@ﬂlwﬁZiW%UQIJﬂJuﬁ

Abstract

This research work aims is to create a system to collect data on Internet users in accordance with the Act
and the Computer Crime Act 2550 in the Internet service provider in this research. system to provide support to such
Act from the survey by asking Internet service providers, most public and private University College of Education,
particularly schools, hospitals and other agencies. Many agencies have not been prepared to support any Act of the
Computer Crime Act 2550, the researcher has analyzed the system in order to accommodate the requirements of this
Act, with the work as follows.

The identity of the user. The system for authentication of users using the system for member to member
using the Internet.

Time management system as standard and can be trusted based on the scene with an error less than 10
milliseconds.

A data storage system complete and reliable. And need to back up traffic a user's computer.
Management system for retrieving data traffic back to searching for information will be reported by the authorities
to identify  offenders who are released by the reports as evidence of the law.
Compatibility with wireless networking system developed by the entire wireless network can support. The analysis
of the entire system can be designed as two sub-systems to support the network wired and wireless, including the
database for storing information using the Internet (Member for Internet) and retrieval and provide users in the
Internet. internet (Retrieval System) consists of work or the various Into subsections to make it easier. Management
system

Development of such systems, the researcher used the FreeBSD operating system, database system for
storing information using the Internet. Researchers have developed by using PHP, a management development of

applications software FreeRadius and Chillispot used for authentication to access the Internet by adopting a user



name with a number of identification and For a wireless network has MAC Address registration number in the

database. To search for the offender at a later date when the offense under this Act.
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